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Permutation is a commonly used operation in many secure multimedia systems. How-
ever, it is fragile against cryptanalysis when used alone. For instance, it is well-known
that permutation-only multimedia encryption is insecure against known-plaintext attack
(KPA). There exist algorithms that are able to (partially) retrieve the secret permutation
sequences in polynomial time with logarithmic amount of plaintexts in the number of el-
ements to be permuted. But existing works fail to answer how many known plaintexts
are needed to fully recover a underlying secret permutation sequence and how to balance
the storage cost and computational complexity in implementing the KPA attack. This pa-
per addresses these two problems. With a new concept of composite representation, the
underlying theoretical rules governing the KPA attack on a permutation-only cipher are
revealed, and some attractive algorithms outperforming the state-of-the-art methods in
terms of computational complexity are developed. As a case study, experiments are per-
formed on permutation-only image encryption to verify the theoretic analysis. The perfor-
mance gap of the proposed KPA between artificial noise-like images, which perfectly fits
the theoretical model, and the corresponding natural images is identified and analyzed.
Finally, experimental results are shown to demonstrate the efficiency improvement of the
new schemes over the existing ones.

© 2017 Elsevier Inc. All rights reserved.

1. Introduction

Permutation (or transposition) is a very common primitive in the field of information security. Considering whether
or not the permutation is secret-key related, it can be divided into two categories: public permutation and secret per-
mutation. By combining with certain nonlinear primitives, public permutation is adopted by many block ciphers with
substitution-permutation network [12], for example AES [7]. For secret permutation, it can be viewed as a symmetric
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cipher, where the secret for determining the permutation sequence serves as the key. With the ever-increasing popularity of
multimedia services and the development of modern network technology, this simple model is widely used for protecting
multimedia data in many applications. For example, in video surveillance, to preserve the privacy of the people appearing
in a monitored area, secret permutation may be applied to some region-of-interest in the video streams [23].

The security of permutation-only multimedia encryption algorithms has been studied for a long time. Ciphertext-only
attack (COA) takes effects on many permutation-only broadcast-TV systems because the specific structures of analog video
signals limit the flexibility of designing complicated permutations [11]. For example, by exploiting the relationship between
consecutive frames, Bertilsson et al. [1] proposed a COA attack on the design of Matias and Shamir [22], where each frame
of a video is scanned along different pesudo-random space-filling curves, to partially recover the contents of the video.

When secret permutations are used to protect digitized multimedia data, the situation seems much more optimistic.
This is because, according to the specific format of the digitized multimedia, the number of atoms that can be permuted
is larger than its analog counterpart. Such atoms could be bits [8,10,30,42], bit-planes [30,42], pixels [5,31,38], pixel blocks
[5,15,23], transform coefficients [5,9,27,32], variable-length codewords [32], tree nodes [6], motion vectors [25,32], prediction
errors [5,25,41], and their various combinations [25,32]. For example, the atoms in Ye's image cryptosystem [30] are bits
and atoms of Zhou et al’s image encryption-then-compression system [41] are pixels, while atoms of the video encryption
system of Zeng and Lei [32] are motion vectors and bits/blocks of transform coefficients.

Notably, COA may still be effective if there exist some correlations among the atoms to be permuted. For example, Li
et al's demonstrated a COA attack on row-column shuffled images in [21] by exploiting the correlation between different
rows and columns. And this method is later extended to crack permutation-only image encryption of pixel bits in [18].
Nevertheless, it is understandable that if the number of atoms, L, is not too small and the entropy contained in each atom
is high, exhaustively searching for all the (L!) combinations, and hence COA, is computationally infeasible?. Due to this fact,
some studies suggest designing more elaborate methods to produce secret permutations, aiming to obtain better security
and to simultaneously satisfy some other application-dependent requirements [15,25,32,38].

Despite the efforts devoted to improving the resistance of permutation-only ciphers against COA, all ciphers of this kind
are fragile to plaintext attacks. This is easy to understand since some elements of the underlying permutation sequence can
be determined by identifying unique atoms in available plaintext/ciphertext pairs. In the scenario of chosen-plaintext attack
(CPA), which is a cryptanalysis model presuming that the attacker can obtain the ciphertext of an arbitrary plaintext, such
effect can be maximized by forcing all atoms of the plaintext to be different from each other. With a permutation-only image
cryptosystem and based on the results given in [20], Jolfaei et al. [16] showed that the lower bound of the number of chosen
plaintexts to fully retrieve the underlying permutation sequence is [log,L], where r is the number of different intensities.

In the scenario of known-plaintext attack (KPA), which is a cryptanalysis model that differs from CPA only by the
assumption that the attacker cannot arbitrarily choose plaintext, it is somewhat complicated to deduce how many known
plaintexts are required to fully retrieve the underlying permutation sequence. Generally, L > r in multimedia data. So, some
values in {0,1,...,r — 1} must appear more than once according to the pigeonhole principle. For example, the pixel value
0 will appear roughly 256 times in the permutation-only encrypted ciphertext if one assumes a uniform distribution of a
known plain-image of size 256 x 256. Thus, by observing this single plain-image and the corresponding cipher-image, there
will be (256!) candidates for one single element in the permutation sequence, whose associated pixel’s value is 0. Intu-
itively, the ambiguity in such a phenomenon can be gradually eliminated by observing more pairs of known plain-images
and cipher-images. So, the key question about KPA attack to permutation-only ciphers is how many known plaintexts are
needed to partially or fully reveal the permutation sequence with minimal computation and storage costs.

By extending the work in [40], Li et al. presented a quantitative analysis of KPA attack to permutation-only multimedia
ciphers in [20]. Their method is composed of two steps: dividing a permutation sequence into different sets according to
the values of atoms in each plaintext/ciphertext pair, and computing the intersection of the sets among different pairs. This
method was improved in [19] in terms of storage and computational complexity by constructing a tree structure. Both these
two works concluded that the number of known plaintexts is at the order of [log;L]. Due to the generality of these two
works, they are popular for the design and analysis of lightweight multimedia encryption schemes [14,16,26,34-37,39,42].

This paper re-analyzes the KPA attack to permutation-only ciphers from the viewpoint of composite representation.
This notion is not totally new. It was reported in a series of works by Bianchi et al. [2-4], demonstrating that it can be
used to reduce the size of an encrypted message and speed up linear operations on encrypted messages that are produced
by additive homomorphic cryptosystem. In this paper, the same notion is revisited for the purpose of comprehensively
analyzing the number of required known plaintexts, partially or fully deducing the permutation sequence with minimal
computation and storage costs. Differing from existing works [19,20,40], the contribution of this paper is two-fold:

o With composite representation, it offers a comprehensive theoretical analysis of KPA attack to permutation-only ciphers;
o The composite representation inherently implies different KPA algorithms, one of which outperforms the known “opti-
mal” method in the sense of faster computation with the same storage;

The rest of this paper is organized as follows. The formalized model of the considered KPA attack followed by a review
of the methods of [19,20] is given in Section 2. Based on composite representation, Section 3 deduces a necessary and

2 It is noted that (L!)> 0(28°) is out of the reach by the state-of-the-art computing capabilities and the foreseeable future.
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sufficient condition for determining the underlying permutation sequence, and then heuristically designs three algorithms,
all of which run faster than existing ones. To that end, all the proposed algorithms are verified by performing extensive
simulations in Section 4 and the last section draws some conclusions. The codes for reproducing the results in Section 4 are
available online [33].

2. Problem formulation and related works

Before reviewing the details of the works [19,20] in the literature, some necessary notations and definitions for
describing KPA attacks are first given.

2.1. Formalization of the KPA attack

As mentioned earlier, in digital multimedia data, the atoms to be permuted can be in various forms, such as bits, pixels
and transform coefficients. Also, those atoms can be organized in different ways. For example, one can scan an image to
1D data and permute the 1D sequence, or directly perform permutation on the original form of the image (2D matrix), or
even stack the image to a 3D cube before permutation. The notations of the KPA attack would vary with the considered
form. In particular, the permutations considered by [16,19,20,40] are in 2D form. Note that permutation in one form can be
converted to other forms, the permutation considered here is carried out on L atoms (1D), whose index set can be written
asL={l]1,2,...,L} with #L = L. Each atom takes a value from the set {0,1,...,r — 1} and an atom is said to be unique if
its value is different from all the other L — 1 ones. Typically, r « L for multimedia data. For example, when the permutation
is carried out on pixels of a 256 x 256 gray-scale image, one has L = 2562 (the 2D image is vectorized to 1D) and r = 256.

Definition 1. Secret permutation I : L — L is a bijection, which is determined by a secret key k, that maps elements of L
to itself.

Cauchy’s two-line notation will be used to represent a secret permutation, i.e.,

1 2 3 L
(1) m(2) m@3) - m))

and it will be written as [, (1), 7, (2), 7, (3), ..., m(L)] for simplicity. Typically, different k assigns different permutations
and IT;, is called a permutation instance when k = k. I is pseudo-random if its instances are uniformly drawn from all the
(L!) possible candidates. For example, IT, can be implemented via a combination of AES and the Knuth shuffle algorithm
[17].

Definition 2. Permutation-only ciphers are a special kind of symmetric encryption algorithms, which encrypt a plaintext
P=[p(1).p2).p(3).....p(L)] by
C=[c(1),c(2),c(3),...,c(L)]
= E(P)
= [p( (1)), p(r(2)), p(x(3)). ..., p((L))].

The decryption of C can be done by using the inverse of I1;. Referring to Shannon’s maxim, the security of a cryptosys-
tem is solely dependent on the secrecy of the key. Since [J'rk(l)]lL:1 plays the same role as k during encryption/decryption,
once the method used for producing [JTk(l)]IL:1 is determined, only the task of deducing [7'rk(l)]lL:1 is considered hereinafter>.

2.2. Related works

The two state-of-the-art works [19,20] about KPA attack to permutation-only ciphers are reviewed here. Roughly
speaking, Li et al’s method [20]| determines an approximate version of [7'r(l)]lL:1 by solving the intersection of the
candidate sets that are determined by different plaintext/ciphertext pairs. Assume that n plaintext/ciphertext pairs,
(P;,C) = ([pi(1), pi(2), pi(3),.... pi(D)], [c;(1), ;i (2),¢;i(3),...,ci(L)]) (i=1~n), are available, their algorithm can be
summarized as follows:

e Step 1. Determine (n-r) index sets as
A1Q0),....,A(r=1),...,An(0), ..., An(r—1),

where A;(j) c L denotes a set containing all the indexes of the atoms in P; whose associated value equals j, i.e., p;(l) = j
for all I e A;(j).

3 Write 7 ,(I) as 7 (I) when it does not cause any ambiguity.
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Encryption

P, 00001111

P, 00110011

P, 01010101 25(0) = {1,2,3,4}[As(1) = {5,6,7,8}
70174236581 sent [3 0= (1256)A,0) = (347.8)
GG 10001110 A(0) = {1,357} A, (1) = {2,4,6,8}
C, 11010010

C, 01101010 Step 283

#(1D)=A1(c1 (1)) N Az (c(1) N A3(e3(1))={1,3,57}n {3,478} n {5,678} =7
#(2)=A1(c1(2)) N Ay(c2(2)) N A3(c3(2))={2,4,6,8 N {3,4,7,81n {1,234} = 4
#(3)=A1(c1(3)) N Az(c2(3)) N Az(c3(3))={2,4,6,81 N {1,2,5,6} N {1,2,3,4} = 2
#(4)=A1(c1(8)) N Az(c2(4)) N A3(c5(4))=(1,3,57} N {3,478} N {1,2,3,4} = 3
#(5)=A1(c1(5)) N Az(c2(5)) N A5(c3(5))={2,4,6,8} N {1,2,5,6} N {5,6,7,8} = 6
#(6)=A1(c1(6)) N Ay(c2(6)) N A3(c3(6))={1,3,57} n{1,2,56} n {5678} =5
#(7)=A1(c1(7)) N Ay(c2(7)) N A3(c3(7))={2,4,6,8} N {3,4,7,8} n {5,6,7,8} = 8
#(8)=A1(c1(8)) N Az(c2(8)) N A3(c5(8))={1,234}n {1,256} n{1,234} =1

Fig. 1. Example of the KPA attack by Li et al. [20].

Step 2. Produce a multi-valued permutation vector [7%(1)],L:1 (each element in the vector represents a set), using

) = Ailad).

i=1

Step 3. Determine [77(1),...,7(L)], the approximate version of [7 (l)],L:l, from [7%(1)],L:1 with the rule that 7 (I) € 7 (I)
and 7 (ly) # 7 () for all I; #1L,.

Note that [ (l)]lL=1 may not be the same as [ (l)]lL=1 since #7 (1) > 1 may be true if n is not large enough®. As can

be observed from the above, the storage of the KPA by Li et al. is O(nL), which is created by Step 1, and its computational
complexity is O(nL?), which is caused by computing the intersection of the candidate sets in Step 2. For illustration, an
example with L =1{1,2,...,8}, r=2 and [Jr(l)]?=l =[7,4,2,3,6,5,8,1] is depicted in Fig. 1.

In [19], Li and Lo improved the attack suggested in [20] in terms of computational complexity by taking advantage of an

r-ary tree. Their method can be characterized by the following steps:

Step 1. Set i=1 and construct the root node, which contains two index sets, Ap and Ay, with Ag=Aj=L=
{1,2,....L};

Step 2. Construct r child nodes by visiting the ith known plaintext/ciphertext pair (P;, C;). Every node has two index sets,
Ai(j) and Af(j). which satisfy

Ai() =N (N piD = j},
AN =A_, (DO a =}

where le[1, L], Ag(j) = Ag and Aj(j) = Aj for j=0~71-1.

Step 3. If i <n, increase i by 1 and go to Step 2.

Step 4. Determine [77(1),...,7 (L)], the approximate version of [n(l)]IL=1, from the leaf nodes with the rule that 7 (I)
An(j) for I € Ay (j) and 7 () # 7 () for all Iy #1,.

Several remarks on this method are made in order as follows:

. From Step 2, it can be observed that adding new nodes to the ith level relies only on nodes at the (i — 1)th level. So, the

algorithm consumes O(4L) storage to maintain the index sets, A;(j), A{(j), Ai_1(j) and A ; (j).

1

. From Step 2, the calculation of A;(j) is actually a refinement of the previous result A;_;(j). The computational complexity

of Step 2 is O(2L), and thus the total computational complexity of the algorithm is O(2nL).

4 If #7 (1) > 1, one can simply take the first unused element from 7 (I) as 7 (I). This “taking-the-first” method is employed in [20, Section 3.1] and in
the following algorithms of this paper.
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Encrypt_i_c_)_r] Step 1&2&3
P; 000000111 _  |{12345678)
P, i0i0 110011 — " 1[{1,234/56,78)}
P, :0i1 0 1i0i1 01 (P4, Cy) S ;
[m()]7 4236581
C; 10001010 {1,357} {2468
C; 11010010 {1,468} {2356
C; 01101010M/X /1

{15 (37} [{26) {48
{68 [{L4) [(35) {27

(P3,C3) /
0 1

(1,5}
{6.8}
Step 4
7@y 742361851
[7,4,2,3,6,5,8,1]

Fig. 2. Example of the KPA attack by Li and Lo [19].

For illustration, an example of this attack with L ={1,2,...,8}, r=2 and [71'([)]?:1 =1[7,4,2,3,6,5,8,1] is depicted in
Fig. 2.

Under the assumption that the known plaintexts are uniformly distributed, the authors of [19,20] estimated that the
number of known plaintexts for the correct retrieval of [ (l)],L:] should be O([log,L]). This claim is easy to understand
from Step 2 of Li and Lo’s algorithm and the binary tree in Fig. 2, where #A;_;(j) will shrink down to 1/r of its original size
with the information supplied by the ith plaintext/ciphertext pair. So, with n = O([log,L]) pairs of plaintext/ciphertext>,
one has #A,(j) =L/ — 1.

3. Known-plaintext attack based on composite representation

Based on composite representation, this section first establishes a necessary and sufficient condition for determining
[n(l)]lL=1. Then, it will be shown how this condition can be employed to devise concrete KPA algorithms by incorporating
different data structures (e.g., array, tree and hash table) to gain better computational efficiency.

3.1. A necessary and sufficient condition

The proposed analysis is built on top of a concept called composite representation, which is defined as follows.

Definition 3. Given an index sequence [p(1), p(2),..., p(m)] (p@i)e[1, n] and p(i)# p(j) for all isj), the vector P" =
[p"(1), p"(2), p"(3), ..., p"(L)] is called the composite representation of n plaintexts {P; = [p;(1), p;(2), pi(3). ..., pi(L)]};
(pi() € [0, r —1]) with respect to [p(D]}, if

D=3 Py -1, (1)
i=1

where [ =1 ~ L.

From Eq. (1), it can be concluded that the composite atom p"(l) € [0, " — 1]. Using this definition, the following two
propositions reveal a necessary and sufficient condition for determining [n(l)],L:1.

Proposition 1. For a given index sequence [p(1),p(2),...,p(m)] and n known plaintexts {P; =
[pi(1), pi(2), pi(3)..... pi(L)]}L,. the composite representation C"=[c"(1),¢"(2),C"(3),...,C"(L)] of the ciphertexts cor-
responding to these n known plaintexts under the permutation sequence [rr(l)]lL:] is given by

c'(h = p"( 1))

5 The analysis given in [19,20] is different from what is used here, but their rationales are the same. Moreover, it will be shown in Section 3 that this
analysis is not comprehensive since it only focuses on the case of determining a single element of [n(l)]le.
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_____ Encrypticg_r]_ Step 1
P3 1000 0000i1 1 1| poparack P [0,1,2,3,0,5,6,7]
P, 00110011 ¢ | [6312507,0]
P i0i1 0 1i0i1 0 1 1 2134|5678
D] 74 2 3 6 5 8 1|AD|{L5}]{2}|{3}|{4}|d|{6}|{7}|{8}
N () {6,8}| {3} {4}| {2}| & | (S} [{13|{7}
C
3 10001010 Sen2
C;C 117010010 [~(l)] [7,4,2,3,6,1,8,5]
T
Gt o1101010 [7,4,2,3,6,5,8,1]

Fig. 3. Example of the proposed trading-space-for-time algorithm (Algorithm 1).

= pr(i) (D)) -r!
i

= Zcp(i)(l) L (2)

i=1
Proof. The proof of this proposition follows directly from Definition 1 and Definition 3. O

Proposition 2. For any index sequence [p(1), p(2),..., p(n)], given n known plaintext/ciphertext pairs (P1,Cy), ..., (Pn,Cp),
the Ilpth entry of the permutation sequence [JT(I)]IL:1, 7 (lp), can be uniquely determined if and only if the lyth composite atom

of C" is unique.

Proof. Suppose that the index sequence is fixed to be [p(1), 5(2), ..., p(n)]. Referring to Eq. (2), the [yth composite atom of
C" is unique if and only if the 7(ly)th composite atom of P" is unique. So, the proposition is true for a fixed index sequence.
Next, using the idea of proof-by-contradiction, it can be shown that when the index sequence is changed, the new
composite atom at the [yth entry is still unique. Suppose a new index sequence [p(1), §(2),..., p(n)] is used and ¢c"(ly) =
>y sy (o) - =1 is not unique. Then, there exists an Iy €[1, L] with I; #1y such that ¢"(ly) = ¢"(I;). This implies that

cil) = ci(h)

for all ie[1, n]. This contradicts the assumption that, under the original index sequence [p(1).5(2),.... p(n)], the lpth
composite atom of C" is unique. O

3.2. Algrithm 1: A trading-space-for-time approach

As implied by the above analysis, the determination of the underlying permutation sequence [n(l)]le under KPA
can be converted to the problem of identifying unique (composite) atoms in a composite known plaintext/ciphertext
pair. Moreover, as indicated by Proposition 2, the order of how the composite representation is generated does not
affect the performance. With this result, for n known plaintext/ciphertext pairs (P;, C;) = ([p;(1), p;(2), pi(3). ..., pi(L)],
[ci(1),¢i(2),¢i(3),...,¢i(L)]) (i=1~n), it is possible to propose a simple algorithm (call Algorithm 1 hereinafter) by
trading-space-for-time, as follows:

o Step 1. Construct an array of length ", whose element is composed of two index sets, A(j) =9 and A’(j) =9, for
j=1~r" Update [A()]]_, and [A ()]}

_; using the rule
AG)={l] p" (D) =j-1JUA®G).
AN ={llcD)=j-1UANG),
where p"(1) and ¢"(I) (I =1 ~ L) are the Ith composite atoms of P" and C" that are determined by
P =YL piD) - r Y,
() =YL al)-rt
e Step 2. Determine [ (1),...,7(L)], the approximate version of |7 (I)]IL=1, under the rule that 7 (I) € A(j) for I € A’'(j)
and 7 (1) # () for all I; #1L,.

For illustration, an example of this algorithm is depicted in Fig. 3 with the same setting as that used in Fig. 2. It is
clear that Algorithm 1 requires O(r") space to store the array and O(nL) computation to produce the composite plaintext
P" and ciphertext C". It is also understandable that Algorithm 1 is faster than all existing schemes [19,20,40] since the
determination of [Jr(l)],L=1 reduces to a simple traversal of P" and C" after consuming a storage exponential to the number
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of known plaintexts. Despite being storage expensive, it provides a capability to intuitively interpret the theoretic foundation
for how KPA works on permutation-only ciphers, while all previous studies [19,20,40| cannot.

Assume that the plaintexts are uniformly distributed and® N =" > L. Referring to Proposition 2, the permutation
sequence [7t(l)],L:1 can be fully revealed if and only if all the L atoms of C" are unique. It is worth mentioning that this
phenomenon is exclusive to the well-known birthday paradox problem [28], which considers the probability that, in a set
of L randomly chosen atoms, at least two of them have the same value. So, following deduction of the birthday paradox
problem, the probability that the permutation sequence [n(l)]lel is fully revealed can be calculated as

N N-1 N-(-1)
N N N
R ()

_ (4244(L-1))
e N

Prob(full recovery)

=o', 4)
where Eq. (4) has applied the approximation e* =1+x when |x|« 1. Set Prob(full recovery) > 50% and deduce that
N=r"> len—:f. In other words, under KPA, to successfully recover [ (l)]lL:1 with a probability more than a half, the number
of known plaintext/ciphertext pairs should be in the order of n = O([2 -log, L]).

Obviously, this result is different from O([log,L]), which is given in [19,20] and reviewed in Section 2 above. As
mentioned before, such an analysis is not comprehensive since it only focuses on the event of recovering a sin-
gle element of [rr(l)]lel. With n=0([log,L]), it is easy to conclude that Prob(#A,(j) — 1) ~1/r" ~ 1/L and, thus,
Prob( full recovery) ~ 1/L- ~ 1/r"L — 0. For example, letting r = 2 (which corresponds to binary image) and L = 128 x 128,
one has log, L = 14, and it is easy to observe that Prob(full recovery) ~ 1/214x128x128 js pegligible.

The above discussion focuses on the case that the permutation sequence is totally recovered. However, for multimedia
signals considered in this work, partial recovery of [ (l)]lL:1 may still lead to a satisfactory visual effect since human eyes
have very strong capability of suppressing noises and extracting features [24,29] (referring to the experiment results in
Sections 4.1 and 4.2 for visual verifications). So, the average recovery of [ (l)]lL=1 is further studied in the following. Let
X represent the possible number of elements of [JT(I)]IL:1 that are correctly retrieved under the KPA attack. Then, the
expected value of X is

L-1

E(X):L(p%) . (5)

For example, when r =2, L = 128 x 128 and n = 14, one has E(X)/L x 100% ~ 37%.

3.3. Improved algorithms: Better space/time trade-off approaches

Algorithm 1 is with low computational complexity at the cost of an exponentially increasing storage. It is not good for
practical usage when n, the number of plaintext/ciphertext pairs, is not small. However, the concept of composite repre-
sentation can be used for designing other KPA approaches of permutation-only multimedia ciphers with better space/time
trade-off, as follows:

» Applying composite representation to Li and Lo’s tree structure [19], thereby better balancing the trade-off between
storage and computation (call improved Li and Lo’s algorithm hereinafter);

o Grouping the composite atoms into different categories according to their hash values so as to reduce the storage cost
with little extra computations (call Algorithm 2 hereinafter).

From a high level point of view, the improved Li and Lo’s algorithm gradually constructs an r"-ary tree by using compos-
ite plaintext/ciphertext that is composed of ng pairs of original plaintext/ciphertext. In particular, with n plaintext/ciphertext
pairs (P1,Cy), ..., (Py, Cy), it produces a tree of depth m = n/ng as follows’:

o Step 1. Set i=1 and construct the root node, which contains two index sets, Ao and Ay, with Ag=A{=L=
(1,2,...,L);

e Step 2. Construct r" child nodes by visiting the i-th composite plaintext/ciphertext pair (P?O,C?O) =
(B (1), ... p{oM)]. [E°(1).....E°(L)]). where

{f’?" (1) =0 Pa-tyngsi (D - 1771,
co(l) =300 Cictyngsir (D - 1771,

5 For full recovery of [ ()]}, with a non-negligible probability, the requirement of N> L is necessary.
7 For simplicity, assume nq divides n.
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Table 1
Storage and computational complexity of all the KPA algorithms (m = n/ng).
Li et al’s algorithm [20] Li and Lo’s algorithm [19] Algorithm 1 Improved Li and Lo’s algorithm Algorithm 2
Storage O(nL) 0(4L) o(rm) O(6L)* 0(4L)
Computation o(nL?) 0(2nL) O(nL) Oo(nL +2mL)* o(nL +¢)

* When m = n, the storage and computational complexity of this improved algorithm and Li and Lo’s algorithm is the same since composition becomes
unnecessary.

for | =1 ~ L. Every node is composed of two index sets, A;(j) and A;(j), which satisfy

AG) = A GYNL T B @) = ),
AlG) = AL, (HNL | &0 ) = ),

where j=0~r" —1.
e Step 3. If i <m, increase i by 1 and go to Step 2.
o Step 4. Determine [77 (1), ..., 7 (L)], the approximate version of [yr(l)]lL:1, from the leaf nodes, under the rule that 7 (I) €

Am(j) for I € A, (j) and 7 (I}) # 7 (L) for all I #1,.

Besides O(4L) storage to maintain A;(j). A/(j). A;_1(j) and A/, (j). this improved scheme also consumes O(2L) storage
for the composite plaintext/ciphertext pair (P;°, C{°). So, the total storage of this algorithm is O(6L). Similar to Algorithm 1,
the computational complexity for computing (P{°, C}°) is (noL), and similar to Step 2 of Li and Lo’s method, the com-
putational complexity for updating A;(j) and [\; (j) is O(2L). So, the total computational complexity of this algorithm is
O(m x (ngL +2L)) = O(nL + 2mL).

Differing from the above discussed improved version of Li and Lo’s method, which still involves constructing a tree
structure iteratively, one may construct a hash table by dividing all the composite plaintext/ciphertext atoms according to
their hash values. In this way, finding the location information associated with a unique (composite) atom can be done
as fast as Algorithm 1. Since the hash function used here is only for classification, the simple mapping f(x) = x mod L is
sufficient for this purpose [13]. With this mapping, Algorithm 2 can be characterized by the following steps:

« Step 1. Construct a sequence of length L, in which each element contains four sets A (j), V(j), A’(j) and V'(j) (initialized
to be empty for j =1 ~ L). Update these sets using the information provided by the composite plaintext/ciphertext, via

A(G)=AGUIL| p() mod L= j— 1},

ANH=NGUI () modL =j—1},

V) =v(HUuip"® | p"() mod L = j— 1},

V) =vHuled) | ") mod L = j -1},

where p"(1) and ¢"(I) (I =1 ~ L) are the Ith composite atoms of P" and C", given by

() = piD) - T

() =YL ) -r

o Step 2. Determine [77(1),...,7 (L)], the approximate version of [ (l)]lel, under the following rules:
- if #A(j) =1 (or equivalently #A’(j) = 1), let 7 () € A(j) for I € A’(j);

- if #A(j) > 1 (or equivalently #A’(j) > 1), set 7 () € A(j) for | € A’(j) under the constraint that p"(7 (I)) = c"(I)
(P"(#D) eV(j), (1) e V'(j)) and 7 (Iy) # 7 (Ip) for all [y #1.

The storage complexity of Algorithm 2 is O(4L), which is caused by storing all the indexes and values of the com-
posite atoms. The computational complexity of Algoritm 2 is O(nL), which is resulted from grouping the composite
plaintext/ciphertext to L different residue classes in Step 1. Nevertheless, the second item of Step 2 introduces some
extra computations since it requires comparing the values of the composite atoms in V(j) and V'(j). However, by the
hypothesis that composite plaintexts/ciphertexts are uniformly distributed, the size of V(j) (or V'(j)) is in the order
of O(rL,, X {%1) = 0(1). Also, the larger the n is, the smaller the #A(j) will be. Finally, it can be concluded that the
computational complexity of Algorithm 2 is® O(nL + ¢).

As a concluding remark of this section, the storage and computational complexity of all the mentioned KPA algorithms
for permutation-only ciphers are summarized in Table 1. Since big-O notation hides large constant, from Table 1, one can
only observe an O(1)-time computational efficiency improvement of the proposed algorithms over Li and Lo’s algorithm
[19]. Nevertheless, referring to the details of their algorithm, it requires the comparison of all the 2nL atoms of the
plaintexts/ciphertexts with r values to construct the tree structure (Steps 2~3). In Algorithm 1 here, no comparison is

8 Here, ¢ is a small constant that differentiates Algorithm 2 from Algorithm 1.
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Fig. 4. KPA attack of encrypted binary image using artificial known plaintexts: (a) the most significant bit plane of the Lena image; (b) the encryption of
Fig. 4(a); (c) a decryption instance with n = 14; (d) a decryption instance with n = 22.

. o el R B AT el B Y g T
(a) (c)

needed thanks to the strategy of trade-space-for-time. In the improved Li and Lo’s algorithm, such comparisons are reduced
from 2nL to 2mL (m = n/ng). And, in Algorithm 2 here, comparisons are only performed in residue classes, which contain
only a few atoms. As the further experimental results in Section 4.3 demonstrate, for different values of L, the improved Li
and Lo’s algorithm (m = 2) runs roughly 4~ 5 times faster than the method in [19] and Algorithm 2 runs roughly 100 times
faster than that of [19].

4. Experiments on permutation-only image ciphers

Experiments are performed on permutation-only image ciphers to verify the performance of the KPA analysis pre-
sented above. Firstly, the effectiveness of the algorithms is tested using known artificial plain-images, so that the uniform
distribution assumption can be fulfilled to fit the theoretic analysis in Section 3.2. Then, attacks are performed on some
natural images, whose distributions are not uniform, used as the known plaintexts. The performance gap of the KPA attacks
between known artificial plain-images and natural plain-images is then identified and analyzed. Finally, the efficiency of all
the methods is evaluated by experiments on images of different sizes. Without loss of generality, 1 is implemented using
AES-CTR and the Knuth shuffle in all the following tests.

4.1. Verification of the theoretical results with known artificial plaintexts

For the 128 x 128 binary image shown in Fig. 4(a), it is encrypted with IT, and the result is shown in Fig. 4(b). Under
this setting, 2 - [log, L] = 2 - [log, 12827 = 28.

Randomly generate n (n €[21, 32]) binary plain-images and encrypt them with the same key k. Then, perform KPA attack
using these n plaintext/ciphertext pairs. For different values of n, the KPA attack is repeated for 100 times with random
known plaintexts/ciphertexts and the occurrence of full recovery (of [ﬂ(l)]lL:1) is counted. The obtained results is depicted
in Fig. 5(a) together with the theoretical result given by Eq. (3). From Fig. 5(a), it is clear that the above theoretical analysis
correctly characterizes the principle as how [7 (l)]IL:1 is fully identified, while previous analyses [19,20] fail. It is also clear
from Fig. 5(a) that N = 2" > L is necessary for full recovery.

Moreover, consider the average number of elements of [ (I)]/23*1?® that are correctly retrieved with some smaller n
(fewer number of plaintext/ciphertext pairs). Similarly, repeat each KPA instance for 100 times for all n<[10,25]. This result
is depicted in Fig. 5(b) together with the theoretical value given by Eq. (5). As shown by this figure, the overall performance
of the experimental result is generally better than that of the theoretic result. Such a phenomenon may be attributed to
the fact that, to approximate 7 (lp) in the case of #A(j) > 1, 7 (Iy) will coincides with 7(ly) at a probability of 1/#A(j).

With n=14 and n=22, the obtained approximate sequence [ (1)]/23*!2% is used to decrypt the image shown in
Fig. 4(b) and the two decryption results are depicted in Figs. 4(c) and (d), respectively. The contour of the Lena image is
still identifiable from Fig. 4(c) even though only 63% (larger than the theoretical value 37%) of the elements of [ (1)]/23x128
are correctly recovered under the KPA attack, which agrees with the discussion in Section 3.2.

4.2. KPA attacks with known natural plaintexts

So far, based on the assumption that known plaintexts are uniformly distributed, the theoretical analysis on KPA attacks
to permutation-only image ciphers has been evaluated. In the following, the proposed KPA attack is implemented using
natural images as the source of the known plaintexts. The first row of Fig. 6 depicts four 128 x 128 gray-scale test images
that are used in this experiment and the second row of Fig. 6 depicts their respective encryption results using a fixed key
k. Here, [log,L] = [logysg 12827 = 2. The attacker performs KPA attack on the Cipher-image #4 with the first i (1<i<3)
plain-images and their corresponding cipher-images and the result is depicted in Fig. 7. For comparison, the KPA result
using i random plain-image/cipher-image pairs is also depicted.
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Fig. 5. For r =2 and L = 128 x 128: (a) The value of Prob(full recovery) against different n; (b) The value of E(X)/L x 100% against different n.

Image #1

Cipher-image #1 Cipher-image #2 Cipher-image #3 Cipher-image #4

Fig. 6. Four test images and their corresponding cipher-images.

It can be observed from Fig. 7, when 3 plain-image/cipher-image pairs are used, the visual quality of the KPA results
obtained from both randomly generated known-images and natural known-images are pretty good. For randomly gener-
ated known plain-images, referring to Eq. (5), the percentage of the average number of correctly recovered elements of
[ (1)]{23*128 reaches E(X)/L x 100% = (1 — 32=)128128-1 » 100% = 99.9%. For the natural images, according to Proposition 2,
the number of correctly recovered pixels is proportional to the number of unique atoms in the composite plaintext con-
structed by images #1, #2 and #3. Generally, for n natural plain-images, Py, Py, ---, P,, the quality of the KPA results using
these n natural plain-images should be (more or less) as good as its randomized counterpart, if the conditional entropy
H(P;|P;_1,...,Py) (i=2~n) is high.

4.3. Efficiency comparison

In this section, rather than estimating the computational complexity, the efficiency of the discussed KPA algorithms
(i.e., algorithm in [20], algorithm in [19] and our two proposals in Section 3.3) is evaluated by simulations using C++ 4.2.1
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Fig. 7. Recover Cipher-image #4 with the proposed KPA using: the first i (1 <i < 3) plain-images and their corresponding cipher-images shown in Fig. 6 (the
first row); i random plain-image/cipher-image pairs (the second row).

Table 2

Run time (in seconds) comparisons of our proposal and the state-of-the-art works.
Image Size L  Li et. al's algorithm [20] Li and Lo’s algorithm [19] Improved Li and Lo’s Algorithm Algorithm 2

n=log,L n=2log,L n=log,L n=2log,L n=log,L, ng=log,L/2 n=2log,L, np=1log,L n=1log,L n=2log,L

128 x 128 1938 3097 0.873 1.660 0.263 0.342 6303 x 103  1.260 x 103
256 x 256 ~ ~ 4145 7.861 1.085 1.500 43872 7.139 x 102
512 x 512 ~ ~ 19.2004 35.208 4.751 6.413 0.263 0.404
1024 x 1024~ ~ 88.637 163.345 20.507 27.287 1.040 2.076

* We do not go through all the case for the algorithm in [20] since it is time consuming.

on a Macbook Pro with 2.6 GHz Intel Core i5 processor and 8 GB DDR3 memory®. All the experiments focus on random
binary images, which yielded r = 2. The sizes of the tested images, i.e., the values of L, vary from 128 x 128 to 1024 x 1024.
For different values of L, the test was repeated for 10 times and the average consumed time of the four KPA algorithms is
shown in Table 2.

It can be observed from this table that the algorithm in [20] typically takes hours to conduct the KPA attack even
for images of small sizes, while the algorithm in [19] dramatically reduces the time consumption. With the concept
of composite representation, the improved Li and Lo’s Algorithm runs 4~5 times faster than the method in [19], and
Algorithm 2 typically runs 100 times faster than the method in [19]. This phenomenon implies that the big-O notation in
Table 1 hides large constants, which agrees with the analysis presented in Section 3.3.

5. Conclusion

This paper has revisited the resistance of permutation-only multimedia encryption algoritms against known-plaintext
attack. Although it seems to be a well understood and studied problem, the works in the literature did not answer two basic
questions: how many plaintexts are required to probabilistically recover the full secret permutation sequence and how to
balance the storage and computation. Based on a simple concept, called composite representation, a necessary and sufficient
condition has been established for determining the secret permutation sequence together with an estimation of the required
number of plaintexts to probabilistically recover it. Numerous experiments have been performed to confirm the analysis.
Moreover, simulations results have demonstrated that one of the accompanied algorithms, although it is not the fastest one,
is generally faster than the state-of-the-art schemes by two orders of magnitude when working with images of regular sizes.

9 The result of Algorithm 1 is not listed here as it is out of memory when L and n are large, for example, L = 1024 x 1024 and n = 40. But, it is quite
understandable that Algorithm 1 is faster than all the other algorithms.
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