Robust Privacy-Preserving Image Sharing over Online
Social Networks (OSNs)

WEIWEI SUN and JIANTAO ZHOU, University of Macau
SHUYUAN ZHU, University of Electronic Science and Technology of China
YUAN YAN TANG, University of Macau

Sharing images online has become extremely easy and popular due to the ever-increasing adoption of mo-
bile devices and online social networks (OSNs). The privacy issues arising from image sharing over OSNs
have received significant attention in recent years. In this article, we consider the problem of designing a se-
cure, robust, high-fidelity, storage-efficient image-sharing scheme over Facebook, a representative OSN that
is widely accessed. To accomplish this goal, we first conduct an in-depth investigation on the manipulations
that Facebook performs to the uploaded images. Assisted by such knowledge, we propose a DCT-domain im-
age encryption/decryption framework that is robust against these lossy operations. As verified theoretically
and experimentally, superior performance in terms of data privacy, quality of the reconstructed images, and
storage cost can be achieved.
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1 INTRODUCTION

With the wide adoption of mobile devices equipped with high-resolution on-board cameras, on-
line image sharing has become an extremely easy and popular activity. Currently, users can con-
veniently share images through online social networks (OSNs) such as Facebook and Google+
or dedicated image-sharing platforms such as Instagram. Take Facebook, for example: there are
1.23 billion daily active users, with 300 million images uploaded daily for December 2016 [10, 41].
Usually, these images contain a significant amount of personal information and, hence, are privacy
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sensitive in nature. It seems that the OSN providers have not paid adequate attention to privacy
protection issues, arousing much criticism from the public [16, 18, 20, 25, 42]. These shared im-
ages are not well protected in the sense that most of them can be freely browsed, downloaded,
distributed, or even inappropriately used by third-party applications [7, 28, 29].

To offer privacy protection for images shared over OSNs, many works focused on designing
access control protocols such that images can be accessed by only a select group of users. In the
access control rules designed in [5, 17, 22, 27], the policies were applied at the image level; namely,
an entire image was accessible or nonaccessible for a specific user. To provide fine-grained access
control, [1, 6, 8, 15, 36] proposed to divide an image into several parts, each of which could have
different access policies. For instance, the faces in an image could convey a more significant amount
of sensitive information and should be applied with a higher level of protection. In contrast, a
background scene is relatively less sensitive; thus, a low level of access control may be sufficient. As
pointed out in [32], most of the existing privacy control strategies were far from adequate, leading
to severe information leakage when users failed to understand the complex privacy settings or
when OSNs cannot implement the access control policies correctly.

Another category of privacy protection schemes aimed at scrambling/encrypting the image data
before uploading images to OSNs for sharing purposes. Essentially, stronger protection could be
offered, as in this case even OSNs themselves cannot get the information of the original images.
Along this line, a series of JPEG scrambling methods was designed [37-39]. Specifically, user-
defined sensitive regions of an image were scrambled with different secret keys, which were then
shared among different friends [37]. Here, the scrambling was achieved by randomly flipping the
signs of the quantized DCT coefficients. Considering the undesirable confidentiality offered by
the sign scrambling, this work was then extended to an ultra-high level of scrambling [38], which
was achieved by performing bitwise XOR operations between DC coeflicients and some gener-
ated keystreams. Furthermore, the traditional public key cryptography was employed in [39] to
encrypt selected regions. Besides the above constructive approaches, Yuan et al. also pointed out
the disadvantages of the existing general-purpose image-scrambling methods, e.g., [14, 30, 44], in
terms of their efficiency, complexity, and format compatibility. In [12], a method called PUPPIES
was developed, in which sensitive regions were encrypted by adding a random number on each
DCT coefficient and then applying normalization. It should be noted that in the selective scram-
bling solutions, adversaries can still get a significant amount of information from the unprotected
parts. In fact, a recent study showed that users were effective in recognizing their friends even in
images in which their faces were not clearly visible [23].

Therefore, some other works focused on designing encryption schemes over the entire shared
image, rather than over selected regions’. Ra et al. proposed the P3 [24], a privacy-preserving
image-sharing system, which splits an image into a public part and a private part. The public
part was shared over OSNs in the plaintext; the secret part was encrypted and stored in a cloud
storage server. The introduction of an additional cloud server dramatically complicated the file
management system and, in many situations, the cloud server itself cannot be fully trusted. More
important, as will be clear soon, the public part of P3 would leak significant visual information
of the original image. Alternatively, Tierney et al. designed a system called Cryptagram, enabling
users to encrypt images with traditional block ciphers and then embed the encrypted bitstream
into a JPEG file. However, the desirable properties of Cryptagram were realized at the cost of a
dramatically increased storage burden on OSNs, as the use of cover images resulted in significant
file expansion. In addition, Dirik and Memon devised a robust image encryption for social

!These full-frame image encryption methods could also be readily applied to encrypt selected regions once they were
specified.
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(a) Original Lena (b) Reconstructed Lena

Fig. 1. The reconstructed result of the online shared image with AES encryption.

networks, where the encryption was achieved by shuffling the middle and high DCT frequencies
[9]. To handle the unexpected dark and light tones in the encrypted images, they also suggested
limiting the power of DCT coeflicients by scaling with an empirically determined factor. Other
relevant approaches were reported in [2, 13, 33, 40, 43].

In the above scrambling/encryption-based solutions for protecting the privacy of online shared
images, a challenge that has been largely overlooked is the negative effect brought by the lossy
operations conducted by OSNs. It is a well-known fact that OSNs apply various operations to the
images uploaded by the users, e.g., to reduce the file size or to impose some format constraints.
For instance, Facebook converts all uploaded images to JPEG files, choosing quality factor (QF)
adaptively without user input. In other words, the links provided by OSNs cannot be regarded as
perfect channels but rather as lossy ones. These lossy operations on the uploaded images actually
significantly affect the protection strategies. For example, if we naively apply AES encryption on
the images prior to sharing them, we observe severe distortions on the downloaded images. As
shown in Figure 1, the PSNR value of the downloaded Lena is only 18.36 dB, which is clearly
unacceptable.

It is therefore crucial to develop an end-to-end image encryption/decryption mechanism that is
robust against these lossy operations. This is not a trivial task because of the following challenges:
(1) the lossy operations conducted by OSNs are usually unknown and (2) users cannot control
how OSNs apply these lossy operations. In fact, developing robust protection schemes has been
less explored in the multimedia security community in the sense that most of the existing schemes
assumed that the protected images simply go through a perfect channel to arrive at the users’ side
[35, 45].

In this work, we address the problem of designing a robust privacy-preserving image-sharing
scheme over Facebook, a representative OSN that is widely accessed. For ease of presentation
and without losing generality, we consider only 8-bit grayscale images. The proposed technique
could be readily extended to the other OSNs and color images as well. To deal with the above
design challenges, we first conduct an in-depth investigation on the manipulations that Facebook
performs to the uploaded images. We find that four types of operations will be applied to the up-
loaded images: format conversion, resizing, JPEG compression, and enhancement filtering. The
parameters employed in these operations are important and could be estimated through an offline
training procedure. Being aware of the knowledge on the manipulations, we design a DCT-domain
image encryption scheme that is robust against these lossy operations. To the best of our knowl-
edge, it is the first design of a privacy-preserving image-sharing scheme that explicitly exploits the
knowledge on the lossy operations conducted by OSNs. As expected and will be verified by our
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experimental results, superior performance in terms of data privacy, quality of the reconstructed
images, and server side storage cost can be achieved.

Difference from conference version: Portions of the work presented in this article have previ-
ously appeared in [31]. We have significantly revised and clarified the content of the article, and im-
proved many technical details compared with [31]. The primary improvements can be summarized
as follows. First, to solve the critical pixel overflow problem, we develop an optimization frame-
work for optimally determining the shrinkage factors, leading to much better image reconstruc-
tion performance. Second, we augment the image encryption scheme by adding a pixel-domain
block permutation module. This could significantly improve the visual security of the resulting
encrypted image. Third, we include thorough security analysis to show that the proposed scheme
is secure against various attacks. Finally, all the experiments in our performance evaluation in
terms of security, reconstruction quality, and storage overhead are completely redone.

The rest of this article is organized as follows. Section 2 reviews the JPEG standard. In Section 3,
we present our findings on the lossy operations conducted by Facebook on the shared images.
Section 4 is devoted to the descriptions of our system model and design goals. We describe the core
parts of our privacy-preserving image-sharing scheme in Section 5 and give the security analysis
in Section 6. Experimental results are provided in Section 7 to show the superior performance of
our proposed scheme. We present our conclusions in Section 8.

2 PRELIMINARY OF JPEG

In this section, we briefly review the JPEG standard, as it is highly related to our proposed privacy-
preserving image-sharing scheme. For a detailed description, refer to [34].

Prior to JPEG compression, the input image is first partitioned into nonoverlapping 8 x 8 blocks.
Each pixel block x = {x, s} is then subject to discrete cosine transform (DCT), producing the DCT
coefficient block X = {X; ;}:

7
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The coefficient X, is called the DC component of the associated block; the remaining X; ;s are
called AC components.
The resulting DCT coeflicients are then quantized with a predetermined quantization table Q =

{Qi,j}; i.e.,

. Xij) ..

X j=round | —=],i,j €{0,1,...,7}. (3)
Lj

Most JPEG implementations use a set of quantization tables indexed by a QF ranging from 1 to 100,

achieving different rate-distortion (RD) trade-offs. If not otherwise stated, we use the quantization

tables recommended in the reference implementation provided by the independent JPEG group

[34].

The quantized DCT coefficients of each block are then arranged in a zigzag order. As the DC
components of adjacent blocks are usually correlated, the quantized DC components are encoded
by using differential pulse code modulation (DPCM). Specifically, the differences of DC compo-
nents between adjacent blocks are first generated as follows:

Difol,co = Dé,o - D(])C,Bl’ (4)
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Table 1. VLIs’ Categories Corresponding
to the Coefficient Amplitude

CATEGORIES | COEFFICIENT AMPLITUDE
-1,1
-3,-2,2,3
-7..—4,4.7
—15..8,8..15
—31..-16,16..31
—63..—32,32..63
—127..-64,64..127
—255..—128,128..255
—511..—-256,256..511
—1023..-512,512..1023
—2047..-1024,1024..2047

[ (=
g =S =3 K=CH N - N RS RUN ROSY I ) e

where D(’i o is the DC component of the kth block. The difference Di fo’fo is then encoded into inter-
mediate symbols (C)(V), where C denotes the category of Difolf0 (i.e., the number of bits needed

to represent it), and V denotes the amplitude of Di fol,CO' For 8-bit images, it can be calculated that C
ranges from 0 to 11, as shown in Table 1. Further, C is encoded with a variable-length code (VLC)
and V is encoded with a variable length integer (VLI) code whose length in bits is also given in
Table 1.

The quantized AC coeflicients are pre-encoded using run length encoding (RLE). Each nonzero
coeflicient is treated as a coding unit and coded into intermediate symbols (R, C)(V). Here, R is
the number of consecutive zeros in the zigzag sequence before each nonzero AC coeflicient, whose
category and amplitude are denoted by C and V, respectively. Then, (R, C) and V are applied with
Huffman coding and VLI coding, respectively. Clearly, the coding rate is determined by the loca-
tions of these nonzero coefficients and their code lengths.

The JPEG decoding can be performed in the reverse order. Upon receiving the coded JPEG bit-
stream, we apply the entropy decoding to obtain the quantized DCT blocks. We can then generate
the dequantized DCT coefficients by

Xi,j = Qi,j 'X,”j. (5)
Eventually, the decoded image block can be produced by
% = trunc(round(IDCT(X))), (6)

where X = {X i,j}, IDCT(-) represents the inverse DCT, and trunc(-) denotes the truncation func-
tion such that the resulting pixel values are within the range of [0, 255]. The two functions round(-)
and trunc(-) are applied elementwise.

3 HOW DOES FACEBOOK MANIPULATE UPLOADED IMAGES?

It has been observed that almost all the existing OSNs apply various operations, e.g., compres-
sion and enhancement filtering, to the uploaded images [21, 24] to save storage cost or improve
viewing experiences. Typically, these operations are lossy in nature and could severely affect the
privacy-protection strategy applied to the uploaded images. Therefore, to design a viable privacy-
preserving image-sharing scheme robust against these lossy operations, we should first know how
OSNs manipulate uploaded images. As mentioned earlier, our primary focus in this work is on
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Fig. 2. Manipulations of uploaded images on Facebook.

Facebook because (1) Facebook is one of the most popular OSNs that integrates image sharing; and
(2) according to [21] and our observations, the operations conducted by Facebook are much more
complex than the other OSNs, such as Twitter and WeChat. The results obtained over Facebook
could be easily extended to the other platforms. It should be noted that, although [21] investigated
this problem, some of their results are not accurate and many are no longer valid, probably due to
the system update of Facebook.

The manipulations that Facebook applies to the uploaded images are illustrated in Figure 2.
Specifically, we find that Facebook first converts the images into pixel domain regardless of their
original formats. For instance, if the image is JPEG compressed, Facebook first decodes it into pixel
values and truncates them to the range [0, 255] (corresponding to 8-bit). This is reasonable as the
subsequent JPEG compression, resolution check, etc., are all conducted in the pixel domain. In
addition, as will be shown shortly, pixel value truncation during format conversion could lead to
a severe pixel overflow problem, which has to be tackled to achieve desirable robustness.

Facebook then applies the following three types of operations adaptively according to image
characteristics: (1) resizing, (2) JPEG compression, and (3) enhancement filtering.

Resizing: It is observed that Facebook performs resizing when the resolution of the uploaded
image is too large. As resizing could cause significant information loss, it is crucial to limit the
resolution of the uploaded image such that no resizing is triggered; otherwise, the information
loss is difficult to recover.

To know the maximum tolerable resolution, we upload a series of images of different resolutions
to Facebook and compare them with the downloaded versions. The results are presented in Table 2.
As can be observed, when both the height and width are less than 2048 pixels, the image resolution
remains intact. Otherwise, resizing is conducted.

JPEG Compression: All uploaded images are applied to a round of JPEG compression by Face-
book, during which the users cannot choose the values of QF. As the distortion caused by JPEG
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Table 2. Image Resizing Test on Facebook

Original | Downloaded | Original | Downloaded || Original |Downloaded
128 X 128 128 X 128 1024 X 1024 | 1024 X 1024 || 1500 x 1800 | 1500 X 1800
256 X 256 256 X 256 960 X 1500 | 960 x 1500 || 1800 x 1800 | 1800 x 1800
512 X 512 512 X 512 1024 X 1500 | 1024 X 1500 || 2408 x 2048 | 2048 x 2048
960 X 960 960 X 960 1500 X 1500 | 1500 X 1500 || 2163 X 2209 | 2005 X 2048
960 X 1024 | 960 x 1024 || 1024 X 1800 | 1024 X 1800 || 2500 X 2049 | 2048 X 1679

14:7

Number of Images

80 85 90 95
Quality Factor

70 75

Fig. 3. Distribution of the employed QFs.

compression is directly related to the employed QF, it is of great importance to know the mech-
anism of assigning QFs for different images. Prior work [21] only roughly studied this issue and
claimed that the employed QFs are within the range of [76, 86].

To gain more accurate and in-depth understanding, we upload all 1338 images from UCID-
v2 [26] to Facebook and then extract the quantization tables from the downloaded images. It is
observed that the quantization tables match exactly with the ones included in the International
JPEG Group standard [34]. However, the employed QF values are image dependent and range
from 71 to 92, as can be seen from Figure 3. Generally, for images with a large amount of activities,
the QF values tend to be low, while for those with large portion of homogenous regions, the QF
values seem to be high. This can be more effective to limit the sizes of the compressed files. We
also have another very important observation: for encrypted images with randomized structures,
no matter which type of reasonably designed encryption algorithm is applied, the QF s adopted are
consistently 71. Essentially, Facebook treats encrypted images as high-activity images and applies
the lowest QF to maximally reduce the file sizes.

Enhancement Filtering: In addition to JPEG compression, Facebook applies another level of
enhancement filtering to improve the appearance of the images. We find that it is very challenging
to exactly determine such enhancement filtering, as it is applied locally and is highly adaptive.
The designed privacy-preserving image-sharing scheme should be robust to these unknown lossy
operations as well.

4 SYSTEM MODEL AND DESIGN GOALS

Being aware of the lossy operations to be conducted by Facebook, we aim to design a robust
privacy-preserving image-sharing scheme. An overview of the whole system is depicted in Fig-
ure 4. A user Alice first encrypts the original image I into I’ by using an encryption function Encry,
ie.,

I’ = Encry(I,K), (7)
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Fig. 4. Overview of the proposed privacy-preserving image sharing system.

where K is a binary keystream generated from a stream cipher with secret key K 2. We assume
that K has been prenegotiated between Alice and the recipient Bob by using some existing key
distribution and management protocols [3, 4, 11, 19]. The length of K is set to be 256 bits. The issues
regarding secret key distribution and management are very important as well as challenging in the
context of OSNs. So far, there are some works (e.g., based on public key infrastructure) that have
been devoted to the design of key distribution and management protocols for OSNs. Interested
readers can check the relevant references [3, 4, 11, 19]. As the current work is focused on the end-
to-end encryption/decryption schemes that are robust against the lossy operations conducted by
OSNs, thorough discussions on secret key distribution and management are beyond the scope of
this article.

In addition, we enforce that both the height and the width of I are no larger than 2048 pixels and,
hence, will not lead to resizing operations on Facebook. In practice, when either dimension is larger
than 2048 pixels, we recommend applying a user-side downsampling such that the resolution will
not trigger resizing,.

Alice then uploads the encrypted I’ to Facebook for sharing purposes. As presented in Section 3,
Facebook converts the received I’ to the pixel domain and then applies resizing, JPEG compression,
and enhancement filtering. Also, we know that the employed QF for JPEG compression is 71. The
processed image I of JPEG format is stored in the Facebook server and shared over the Internet.
In this sense, Facebook acts as a transcoder such that, for any given input images, the resulting
format is always JPEG.

At the client side, Bob downloads I from Facebook and applies the following decryption function
to produce an estimated I.

I = Decry(I,K), (8)

where K can be reproduced by using the same key K as Alice does.

The key components of our privacy-preserving image -sharing scheme are the encryption and
decryption functions Encry and Decry. The design goals can be summarized as follows.

(i) Reasonably high level of security: Those parties that do not access the secret key K can-
not get meaningful semantic information about the original image. This is the fundamental re-
quirement for any privacy-preserving image-sharing scheme. Similar to many privacy-preserving
image-sharing schemes, e.g., [24, 38, 39], we are not targeting data security in the strict crypto-
graphic sense but rather the aforementioned perceptual security, as advocated by many researchers
in the multimedia security field.

(ii) High quality of the reconstructed image: The reconstructed image I should be high qual-
ity. In other words, we aim to minimize end-to-end distortion d = ||I - i||22.

%In traditional stream cipher—based encryption schemes, the input data is directly XORed with the generated keystream
K. In our proposed scheme, the way of generating the keystream K is the same but how to use it is very different.
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(iii) High efficiency of storage on Facebook: We also would like to minimize the storage cost
on Facebook, as the number of images currently shared has become astonishingly large. This is
also related to the bandwidth consumption of both Alice and Bob when uploading/downloading
images to/from Facebook.

To meet the above design goals, a big challenge we face is how to combat the negative effect
brought by the lossy operations on Facebook, which are applied automatically and cannot be con-
trolled by users.

5 PROPOSED IMAGE ENCRYPTION AND DECRYPTION

Aided by knowledge of lossy operations conducted by Facebook, we now design the key com-
ponents of the proposed privacy-preserving image-sharing scheme illustrated in Figure 4: image
encryption Encry and decryption Decry modules. Bear in mind that these two modules should be
designed in a way to meet the above goals. Since the dominating degradation source on Facebook
is JPEG compression carried out over the DCT domain, it is natural to choose the DCT domain
to perform encryption to better limit distortions incurred. In addition, randomization caused by
DCT-domain encryption would inevitably generate severe pixel overflow upon being converted to
the pixel domain, which has to be tackled to ensure high quality of the reconstructed images.

Motivated by the above intuition, we present the design of our proposed image encryption
scheme in Figure 5. The incoming image I is partitioned into a series of nonoverlapping blocks of
size 8 X 8, which matches the block size used for JPEG compression on Facebook. We then treat
each 8 x 8 pixel block as a processing unit and apply a block-based permutation to destroy the
interblock correlation of the input image I. Let x = {x, s} be a generic 8 X 8 pixel block upon the
block-based permutation. We apply DCT to each x and obtain the corresponding DCT coefficient
block X = {X; j}. As we know that the encrypted images will be subject to JPEG compression with
QF =71 on Facebook, we quantize each DCT coefficient block X by using the JPEG quantization
table associated with QF = 71. It can be easily seen that this strategy of choosing the quantization
table could minimize end-to-end distortion, which satisfies our second design goal. Due to the
distinct characteristics of the quantized DC and AC coefficients, we employ different encryption
strategies that are discussed separately below.

5.1 Encryption of DC Coefficients

It is well known that a significant fraction of total image energy is concentrated on the DC parts.
However, the percentage of bits used for encoding DC coefficients is relatively low, typically
around 10% when QF = 71°. This motivates us to pay more attention to the robustness of the
DC encryption scheme to ensure the high-quality reconstruction of DC parts while allowing a

3We perform the test over 100 images and find that DC and AC parts contribute 10.57% and 89.43% to the final coded bits,
respectively.
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Fig. 6. An example of the cyclical shifts.

relatively large increase in their coding rates. JPEG encodes DC coeflicients through a DPCM
mechanism, which exploits the interblock correlation of natural images. We propose encrypting
DC coefficients by applying permutations among them, only changing their positions but preserv-
ing their values. This encryption scheme has several advantages: (1) JPEG compression conducted
by Facebook will not enlarge the distortion in the DC parts—this is because permutation does not
change the DC coeflicients values, which are all quantized with the same quantization parame-
ter corresponding to QF = 71; and (2) permutation does not fully destroy interblock correlation,
which could benefit the encoding of the DC coefficients.
Specifically, we can easily get the quantized DC coeflicients of all the blocks of the input image

I, and form a DC vector

DC = (DCO, DC1, ceey DCn_l)’, (9)
where n is the number of blocks in I. We reshape the vector DC into a 2-D block having four
columns and [n/4] rows. We then perform two key-driven cyclical shift operations to the resulting
2-D block of DC components and read out the data in raster-scan order to obtain the permuted
DC vector

DC = (DCy, DCy, ..., DCp_1)’. (10)
Let CS and RS be the secret key vectors controlling the column and the row shift offsets for DC.
Here, CS and RS are extracted from the keystream K generated by a stream cipher. This implies
that the employed key vectors could be different, even for the same image encrypted at differ-
ent sessions. The random permutation can also be illustrated in Figure 6 for an input sequence
S = sp81 * - - $15, where the numbers within the blocks denote the indexes of the elements of S. Be-
fore permutation, the first row becomes (0, 1, 2, 3), the second row becomes (4, 5, 6,7), on so on.
The column shifts are specified by a key vector CS = [3, 2, 2, 0], with each column undergoing a
downward cyclical shift in accordance with the key value associated with that column. The pro-
cedure is then repeated using another key vector RS = [2, 1,3, 1] for each of the rows. Note that
such permutation operations can be realized via circular shifts, which can be easily implemented
in either hardware or software.

5.2 Encryption of AC Coefficients

Compared with DC coefficients, AC coefficients focus more on representing the high-frequency
details and generally occupy 90% of the final compressed bitstream, when QF = 71. Hence, when
designing the encryption method for AC parts, we should pay more attention to minimizing the
effect on the coding rate. In JPEG compression, AC coefficients are encoded by run-length coding,
implying that the coding rate is determined by the locations of nonzero coefficients and their code
lengths. To minimize the storage overhead of the encrypted images (the third design goal), our
strategy of encrypting the AC coefficients is to XOR the nonzero coefficients with a keystream from
a stream cipher while maintaining the location and binary length of each nonzero AC coeflicient
unaltered. In addition, we keep all zero AC coefficients unchanged. The encryption of the AC
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Fig. 7. Encryption of the AC components.

coeflicients is illustrated in Figure 7 and the steps of performing the encryption are detailed as
follows.

Step 1. Let KA be a subset of the keystream K responsible for the encryption of AC coefficients.
Partition KA into KA = KA(0),KA(1),. .., where each KA(i) is of length 11 bits.

Step 2. Convert each nonzero AC coefficient AC; into a bit sequence W; of length [;.

Here, the way of converting the bit sequence is the same as that done by JPEG standard: that is,
each coefficient is represented by its ones’ complement code without the sign bit. For instance, 7
is converted to bit sequence 111, while -7 is converted to 000.

Step 3. Encrypt AC; by bitwise XORing W; with the first ; bits of KA(i), i.e.,

W, = W, ®@ KA, (i), (11)

where W7 is the encrypted version of W; and KA;_., (i) represents the first [; bits of KA(i). The
reason why we assign 11 bits for each KA (i) is to achieve better robustness. The lossy operations on
Facebook could make some of the zero AC coefficients be nonzero or may even change the length
of some nonzero AC coeficients. To address the challenging issue of achieving synchronization
between the encoder and decoder, we associate each AC coefficient, regardless of whether it is
zero or nonzero, with a keystream KA(i) of length 11 bits, which is longer than the maximum
length (10 bits) of any AC coefficient [34]. It can be easily seen that the local desynchronization
only affects the decryption/decoding of the local AC coefficient; but this error will not propagate
to influence subsequent AC coefficients.

Step 4. Convert each binary sequence W7 into a signed decimal number, denoted as AC;.

Remark. A desirable property of the proposed AC encryption scheme is that the positions and
lengths of the nonzero AC coefficients are kept intact. This property makes the encrypted file
readily compressible by Facebook without the need of accessing the secret key K.

5.3 Pixel Overflow Reduction

As discussed in Section 3 (see Figure 2), Facebook converts the uploaded images to the pixel domain
and performs truncation for overflowed pixels prior to applying JPEG compression. Due to the
randomization incurred by DCT-domain encryption, we observe severe pixel overflow upon the
format conversion. That is, many converted pixel values will be outside of the range [0, 255] and
will be automatically modified to 0 or 255, causing large distortions in the reconstructed images. It
should be noted that most of the existing DCT-domain encryption schemes, e.g., [37, 38], did not
address this challenging issue, because the encrypted files stay in the DCT domain. However, in

ACM Trans. Multimedia Comput. Commun. Appl., Vol. 14, No. 1, Article 14. Publication date: January 2018.



14:12 W. Sun et al.

the current scenario, we cannot control the format conversion performed by Facebook and, hence,
have to deal with this challenge. The most relevant existing work regarding this point is found in
[9]. As will be clear soon, our proposed strategy is a much generalized solution and the associated
parameters are determined in an optimal sense, rather than from heuristics.

In the following, we propose an active solution by incorporating DCT coeflicient shrinkage
into our encryption phase. Specifically, after applying the DCT-domain encryption as described in
Section 5.1 and 5.2, we mimic the operations of Facebook by performing IDCT to encrypted DCT
blocks. We then record the blocks that contain the overflow pixels in a location map M = {M; ;},
namely,

(12)

In general, the location map is sparse and hence can be readily compressed, e.g., by using the JBIG.
The compressed M can be uploaded in plaintext to Facebook as metadata.

Let T = {T; ;} be a generic DCT coefficient block having the overflow problem. Our strategy of
resolving the pixel overflow problem is to reduce block energy by multiplying each T; ; with a
shrinkage factor R; ; € [0, 1], that is,

M = 1, (i,j)thblock contains overflow pixels
21710, otherwise ’

T =TOR, (13)

where © is the operator for Hadamard product and R = {R; ;} is the shrinkage matrix. To reduce
the overhead of introducing R, we apply it to all overflowed DCT coefficient blocks. Now, the
critical issue is how to determine R in a certain optimal sense. As can be easily seen, smaller R; ;
can more effectively drag the resulting pixels away from 255 but, at the same time, could kill small
AC coefficients to zeros, incurring another type of distortion. Here, we propose an optimization
framework to obtain the optimal R to minimize the end-to-end distortion of the reconstructed
image at the recipient side.

Lett = {t; ;} be the pixel block corresponding to the DCT coeflicient block T (before shrinkage),
ie.,

t = IDCT(T). (14)

Upon applying the shrinkage operation on T, as shown in Equation (13), and performing pixel
truncation to the resulting pixel block, we obtain that

t’ = trunc(round(IDCT(T"))), (15)
where the truncation function y = trunc(x) can be explicitly expressed as

0 ifx<0,
y=1255 ifx > 255, (16)
x otherwise.

We also can mimic the operation in the recipient side by applying the deshrinkage and eventually
get a reconstructed pixel block t= {fi, i}, where

. tj
tij = round(}T’j). (17)
Therefore, the end-to-end distortion for a generic DCT block T can be written as
d = ||t -3, (18)

which is measured over the pixel domain.
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Fig. 8. End-to-end distortion with respect to shrinkage factors.

To determine the shrinkage matrix R, we collect 100 training images of size 512 X 512, apply
our proposed DCT-domain encryption, and then detect the problematic blocks with pixel over-
flow. Define a set Q consisting of all these problematic blocks. Finally, the determination of R is
formulated as the following optimization problem to minimize the average end-to-end distortion,
ie,

A 1
R:argm&n@ Z dp., (19)
(k|TreQ)

where |Q| denotes the cardinality of Q and dy is the distortion associated with block Ty and can
be similarly calculated as Equation (18).

However, due to the nonlinearities introduced by truncation and rounding, the above opti-
mization problem is nonconvex. To solve this challenging optimization problem, we here adopt
a sampling-based offline training method. To reduce the search range, we assume that R; ; = ¢ for
all (i, j) # (0,0), where c is an unknown to be estimated. The relationship between the average dis-
tortion with respect to Ry o and c is illustrated in Figure 8. As can be observed, there are many local
minima of this cost function, suggesting that it is indeed nonconvex. The optimization problem
now becomes to find Ry ¢ and ¢ to minimize the above cost function in Equation (19). We then tra-
verse all possible Ry o € [0,1] and ¢ € [0, 1] with step size 0.05, attempting to find the pair (Ro,o, ¢)
that gives the lowest value of the average distortion. In total, we need to check 400 combinations
of different (Ry,o, ¢). Based on this offline training process, we choose the shrinkage factors as

(i.j) = (0,0)

0.3,
Rij= {0.75, otherwise (20)

The whole offline training process takes around 6 hours. The measurement of the training time
complexity is carried out over an unoptimized, unparalleled MATLAB implementation by using
the built-in tic and toc functions in a personal PC with Intel i7 with a 3.40GHz CPU and 8GB RAM.
We need to perform the above training process only once, and the obtained factors will be applied
to all problematic blocks.

Our proposed technique for handling the overflow pixel can be regarded as an extension to the
technique developed in [9], in which an empirically determined factor 0.5 is applied to all DCT
coefficients. In contrast, we only apply the shrinkage to those problematic blocks, better limiting
the incurred distortions. More important, the determination of the shrinkage matrix is conducted
within an optimization framework instead of from heuristics.
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It should also be noted that the above shrinkage strategy has another side effect: reducing the bit
rate. This is because some of the small AC coefficients are killed to zeros, potentially increasing the
run length. In addition, the amplitudes of the AC coefficients are reduced, making it more efficient
to be coded.

As will be demonstrated in our experimental results, the pixel overflow reduction solution pre-
sented above can significantly improve the quality of the reconstructed images at the recipient
side.

5.4 Decryption Function Decry

Upon downloading the encrypted JPEG file from Facebook, recipient Bob aims to decrypt and
decode it into an image in the pixel domain with the assistance of the secret key K and the lo-
cation map M. Essentially, the decryption is the inverse of the encryption. The JPEG file can be
readily partitioned into segments, each of which corresponds to the bitstream for an 8 x 8 pixel
block. For each bitstream segment, we apply entropy decoding and dequantization and obtain the
corresponding DCT block. We then check the location map M, in which we record the overflow
blocks. For each overflow block, the associated DC and AC coefficients are subject to deshrinkage
operations by dividing the shrinkage factors as shown in Equation (17).

After that, we can get all encrypted DC coefficients and form a permuted DC vector DC. To
restore the original DC vector, we apply a 2-D permutation, with column and row shift vectors
matched with CS and RS used at the encryption stage.

To decrypt the AC coefficients, we apply the following operations:

Step 1. Let KA be the keystream used in the encryption phase, which can be generated by using
the same secret key K at the recipient side. Partition KA into KA = KA(0), KA(1), ..., where each
KA(i) is of length 11 bits.

Step 2. Convert each nonzero AC coefficient AC: into a bit sequence W: of length ;.

Step 3. Decrypt /fC; by bitwise XORing W with the first [; bits of KA(i), i.e.,
W; = W, @ KA, (i), (21)

where W is the decrypted version of W: and KA;_.j, (i) represents the first /; bits of KA(i).

Step 4. Convert each binary sequence W; into a signed decimal number, denoted as AC;.

After decrypting all DC and AC components, the corresponding pixel blocks can be easily re-
covered by applying the IDCT. Finally, the recovered image can be produced by applying a round
of pixel block permutation.

We conclude this section by giving a short remark on the extensibility of our proposed scheme
to the other OSN platforms. In fact, the proposed robust privacy-preserving image-sharing scheme
over Facebook can be readily extended to other platforms, such as Twitter and WeChat. For these
two platforms, we also observe that consistent QF values are applied to encrypted images. Specif-
ically, for Twitter, the QF value employed is 71; for WeChat, this number increases to 77. With
proper modifications on some system parameters (e.g., the QF value and the retrained shrinkage
factors), a similar system can be designed to achieve privacy protection of shared images over
these OSNs.

6 SECURITY ANALYSIS

In this section, we present an analysis of the security of the proposed privacy-preserving image-
sharing scheme.

Recall that the keystream controlling the pixel blocks permutation, DC vector permutation, and
AC coeflicient encryption is generated by using a stream cipher. This implies that the keystream
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is different for each image and it could be different even for the same image encrypted at different
sessions. In this case, the Chosen-Plaintext Attack (CPA) or Chosen-Ciphertext Attack (CCA) can-
not get any useful information—only the expired keystreams at most. Hence, the only attack model
applicable to our proposed privacy-preserving image-sharing scheme is the Ciphertext-Only At-
tack (COA), in which the attacker can access only the encrypted JPEG file and attempts to recover
the original image.

As the entropy coding part is completely public and invertible, the attacker can obtain the en-
crypted (quantized) DC vector DC = (DCO,DCl, ...,DC,_1) and AC coefficients. With DC, the
following statistical attack could be applied. Let D = {Dy, Dy, ..., D1} be the set consisting of
all the distinct values of DC, where m < n. For each D;, we calculate its empirical probability mass
function (EPMF) by

pi = 7 (22)

where #D; denotes the number of D; in the vector DC. The following entropy quantity can then
be used to measure the complexity of the input image:

m-1
=~ pilog, p 23)
i=0

Clearly, images with intensive fine details would result in larger values of h, while images with a
large portion of smooth regions would give smaller values. In other words, some statistical infor-
mation of the input image leaks. This situation is similar to that faced by any permutation-based
image cipher [45]. However, for general consumer electronics, including social media applications,
leakage of statistical information seems to be tolerable or even inevitable [24, 38, 39, 45].

Despite statistical information leakage, it is practically intractable to figure out the permutation,
due to the large number of distinct ways of performing permutations. Specifically, the number of
distinct ways of permutation for the DC vector can be computed by

n!
ot (Lp: - nlt)’

In practice, the number given by Equation (24) is extremely large, precluding practical brute-force
attack. For instance, the number of distinct ways of permutation of the DC vector for the Lena
image is significantly larger than 22°¢, which is the size of the key space.

For the AC coefficients, important information that an attacker can exploit is that zero AC co-
efficients remain unchanged before and after encryption. Though some of the zero (nonzero) AC
coeflicients are likely to be changed to nonzero (zero) ones due to the lossy operations conducted
on Facebook, we observe that the occurrence probability is rather low. Hence, a good strategy for
an attacker is to estimate only those nonzero AC coefficients while leaving the zero AC coefficients
intact. The nonzero AC coefficients are encrypted by the generated keystream via XOR operations.
One possible attack strategy for AC coefficients is to estimate the signs of nonzero AC coefficients
first and then assign constant amplitudes, as practiced in [35].

Based upon the above analysis, an attacker can randomly guess a permutation way of the DC
vector and accordingly obtain the estimated DC vector. For the AC coefficients, an attacker simply
keeps all the zero AC coefficients unchanged and randomly selects the signs of the AC coefficients
following a certain distribution. Here, as a favorable condition for an attacker, we assume that the
distribution of the AC coefficient signs is available to the attacker. As will be shown experimentally
in the next section, even under this favorable assumption, an attacker can only restore images with
very poor qualities.

(24)
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Fig. 9. Some representative test images.

7 EXPERIMENTAL RESULTS

In this section, the security and performance of our proposed privacy-preserving image-sharing
scheme are evaluated experimentally. The test set is composed of 100 images of sizes 512 X 512,
with various characteristics including portrait images, landscape images, and self-taken photos.
Some representative test images are seen in Figure 9. Our experiments are conducted on MATLAB
2013b using a personal PC with Intel i7 with a 3.40GHz CPU and 8GB RAM. It takes around 1 sec-
ond, on average, to process one image. All of the encrypted images are uploaded to Facebook and
then downloaded. The decryption and reconstruction are implemented in the same experimental
environment. Thus, all of the following results are based on real Facebook data.

7.1 Evaluation on Security

We first demonstrate that our proposed privacy-preserving image-sharing scheme can effectively
destroy the semantic meaning of the original images. In Figure 10, we show the encrypted ver-
sions (I’ in Figure 4) of the test image Lena and Cellist. To further show the rationality behind
the proposed scheme, we also give some intermediate results by only applying the pixel block
permutation or by removing the pixel block permutation while maintaining the subsequent DC
and AC scrambling. As can be seen from Figure 10(b),(f), when only the pixel block permutation
is conducted, the content in each block is well preserved, revealing significant information of the
original image. For instance, the eyes of the Lena image can still be detected. Meanwhile, if we
remove the pixel block permutation, as illustrated in Figure 10(c),(g), we can roughly see the con-
tour of the original image. This is because, when we perform the AC coefficients encryption, we
intentionally do not change the zero AC coefficients. However, when the pixel block permutation
and the DC/AC scrambling work together, the semantic meaning of the original images has been
effectively destroyed.

Furthermore, we compare with some state-of-the-art privacy-preserving image-sharing
schemes—P3 [24], Cryptagram [32], and Secure JPEG [38]—in terms of the visual quality of the
encrypted image I'. For fair comparison, we assume that all these competing methods know the
employed QF = 71 on Facebook, which is certainly an advantage for them. As can be observed
from Figure 11, Facebook can hardly get any meaningful information from the images encrypted
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®)

Fig. 10. (a) Original Lena. (b) Encrypted Lena by applying pixel block operations only. (c) Encrypted Lena
by performing DC/AC scrambling only. (d) Encrypted Lena by our proposed scheme. (e) Original Cellist.
(f) Encrypted Cellist by applying pixel block operations only. (g) Encrypted Cellist by performing DC/AC
scrambling only. (h) Encrypted Cellist by our proposed scheme.

(O

®) ® (h) (0] 0

Fig. 11. Visual Comparison of Encrypted Lena Images and their edge detected versions. (a),(f) Proposed;
(b),(g) Cryptagram; (c),(h) Secure JPEG; (d),(i) P3 (T = 10); and (e),(j) P3 (T = 20).

by using our proposed method, even after being enhanced via edge detection. This desirable prop-
erty holds for Cryptagram and Secure JPEG as well. However, for P3, the public parts available to
the attacker reveal significant visual information of the original image. The edge detected version
could be treated as a sketch of great fidelity, and the quality is improved with the increasing
parameter T [24]. We also have tried some other images, and similar observations can be obtained.

Also, we implement the attack strategy presented in Section 6 and provide the recovered images
for Lena and Cellist in Figure 12. It can be observed that both recovered images are of rather
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Fig. 12. Images recovered by the attacker: (a) Lena and (b) Cellist.

Table 3. Comparison of the Quality (PSNR in dB) of the Reconstructed Images

JPEG (QF =71) | Proposed | Secure JPEG | P3 (T=10) | Cryptagram (Y23><2) Cryptagram (Y13><1)

Lena 37.40 36.85 28.85 36.84 [} 18.47
Portofino 35.51 35.18 27.71 35.46 [} 18.40
Baboon 30.64 30.27 24.51 30.63 [ 18.74
Goldhill 35.27 35.05 29.24 35.24 [ 18.45
Cellist 38.65 37.89 27.98 38.41 0o 18.51
Summer 35.86 35.46 27.88 35.77 [} 18.34
Hyacinth 39.35 38.54 28.06 39.13 [} 17.92
Building 37.03 36.66 27.84 36.82 (o) 18.52
Average 34.56 33.90 26.62 34.12 [ 18.63

Note: The average is computed over the 100 images in the test set.

poor quality. This indicates that our proposed privacy-preserving image-sharing scheme is secure
against the aforementioned attack.

7.2 Evaluation on Reconstruction Quality

We now investigate the quality of the reconstructed images (iin Figure 4) of our proposed privacy-
preserving image-sharing scheme and compare it with the ones generated by the state-of-the-art
methods. As can be seen from Table 3, the average PSNR of the reconstructed images i (with
respect to the original image I) is slightly inferior (0.66 dB worse), when comparing with the offline
JPEG coded image with QF = 71. Here, the average PSNR values are computed over all 100 test
images. The inevitable degradation of the PSNR value is due to the lossy operations conducted by
Facebook. Such small degradation indicates that our proposed method can effectively suppress the
distortion incurred by the lossy operations on Facebook. In contrast, the Secure JPEG [38] leads to
severe PSNR degradation, with the average drop being 7.94 dB. On the other hand, P3 [24] has its
inherent advantages in terms of the quality of the reconstructed images because the majority of
the information is stored in an error-free cloud server. It should be noted that the slightly higher
reconstruction quality of P3 (0.22 db higher than ours) is achieved through the introduction of a
third-party cloud server, which may not be realistic and trusted in many situations. Also, as demon-
strated previously, the encrypted images generated by P3 leak significant information regarding
the original ones. For Cryptagram in Y; , mode, the reconstructed images are error free; hence, the
PSNR values are constantly infinity. As will be shown shortly, this desirable property is achieved at
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the cost of dramatically increased storage overhead. In addition, when the mode is switched to Y13X1,
the perfect reconstruction no longer holds. When there are some errors that cannot be corrected
(e.g., caused by the lossy operations on Facebook), error propagation arises, which eventually
results in severely distorted images. For instance, in Y}, ; mode, the average PSNR decreases to
18.63 dB, which is rather low. It should be noted that both Y; , and Y , modes are recommended
in [32].

We would also like to further experimentally verify the necessity of handling the pixel overflow
problem via DCT shrinkage in our proposed scheme. Figure 13 shows the reconstruction quality
of eight test images with/without applying the proposed shrinkage strategy, for which we also
give the offline JPEG (QF = 71) as reference. As can be seen, the shrinkage technique can achieve
PSNR gain as large as 3.55 db, which occurs in the Hyacinth image.

7.3 Evaluation on Storage Overhead and Bandwidth Consumption

We also study the storage overhead on Facebook and the bandwidth consumption incurred by
different methods. This has become an important evaluation criterion due to the huge number of
shared images. The uplink and downlink bandwidths are determined by the file sizes of the en-
crypted image I’ and the online stored image I, respectively (see Figure 4). We observe that the ma-
nipulations applied on I’ by Facebook only slightly change its file size, and hence, the uplink band-
width, the downlink bandwidth, and the online storage cost are very close to each other. Hence,
in Table 4, we present only the storage overhead results, in which the overhead is calculated with
respect to the offline JPEG coded image with QF = 71. On average, our proposed scheme incurs
only a 2.0% bit rate increase, which is rather small considering the additional privacy-preserving
functionality provided. For P3, the overhead becomes much larger, reaching 16%, on average. We
also compare our method with Secure JPEG. For a fair comparison, we choose the ultra-high en-
cryption level, which is applied to the whole image. As can be observed, the average overhead
is 5.6%, which is 2.8 times larger than that of our method. For Cryptagram, we give the results
for Y , and Y] | modes, as suggested in [32]. When Y; , mode is adopted, the average storage
overhead jumps to 3177%, which is prohibitively large, precluding the practical deployment of this
technique. Even when we switch the mode to Y7, ,, the overhead is still as high as 921%.

From the above analysis, we can see that our proposed method achieves the best trade-off in
terms of data privacy, reconstruction quality, and incurred storage overhead.
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Table 4. Comparison of Storage Overhead

Proposed | P3 (T=10) | Secure JPEG | Cryptagram (Y ,) | Cryptagram (Y;, ;)

Lena 3.2% 20.2% 5.7% 4520% 1310%
Portofino 2.9% 20.0% 5.9% 3797% 1100%
Baboon 1.4% 13.8% 2.2% 2116% 642%
Goldhill 3.7% 15.2% 8.8% 3420% 991%
Cellist 3.5% 19.3% 7.6% 4881% 1411%
Summer 4.3% 15.0% 7.7% 4207% 1217%
Hyacinth 1.9% 18.3% 6.4% 5052% 1461%
Building 6.2% 16.5% 10.0% 5351% 1548%
Average 2.0% 16.0% 5.6% 3177% 921%

Note: The average is computed over the 100 images in the test set.

8 CONCLUSIONS

In this work, we have addressed the problem of designing a privacy-preserving, high-fidelity, and
storage-efficient image-sharing scheme over Facebook. Based on a DCT-domain image encryption
method robust to various lossy operations conducted by Facebook, we have achieved superior per-
formance in terms of data privacy, quality of the reconstructed images, and storage cost compared
with the state-of-the-art competing solutions.
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